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(57) ABSTRACT
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connected to the lower switches. Each of the upper switches
includes a connection information notifying means for noti-
fying connected lower switch list informations each of which
includes an identification information on each of the lower
switches connected to each of the upper switches, to the lower
switches connected to each of the upper switches. Each of the
lower switches includes a comparison determination means
for comparing the connected lower switch list informations
notified by the connection information notifying means, in
order to determine a connection state between the upper
switches and the lower switches.
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FIG.5
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FIG.7
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1
NETWORK SYSTEM

The present application is based on Japanese patent appli-
cation No. 2011-157864 filed on Jul. 19, 2011, the entire
contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to a two-stage network system with
two-stage connected switching hubs.

2. Description of the Related Art

Conventionally, a network system with multistage con-
nected switches such as FAT Tree has been known. JP-A-
2010-288168 discloses an example of the conventional net-
work systems with multistage connected switches. For
example, a two-stage network system includes a plurality of
lower layer leaf switches (lower switches), and a plurality of
upper layer root switches (upper switches). Each lower
switch is connected to all the upper switches. Also, the lower
switches are connected to a desired number of terminals.
Transmission and reception of frames between the different
lower switches is made via any one of the plural upper
switches.

SUMMARY OF THE INVENTION

In the two-stage network system, it is assumed that e.g.
there may occur no connection between some of the upper
switches and some of the lower switches due to a fault in
network cables connecting between the upper switches and
the lower switches.

There is, however, a problem that checking the connection
state between the upper switches and the lower switches is
time-consuming for a network administrator. In particular,
the work load increases with increase in number of upper
switches, lower switches, and transmission mediums to con-
nect therebetween.

In view of the above-mentioned circumstances, it is an
object of the invention to provide a network system which is
capable of automatically determining connection states
between upper switches and lower switches.

The present invention provides a network system compris-
ing:

lower switches; and upper switches connected to the lower
switches,

in which each of the upper switches includes a connection
information notifying means for notifying connected lower
switch list informations each of which comprises an identifi-
cation information on each of the lower switches connected to
each of the upper switches, to the lower switches connected to
each of the upper switches, and each of the lower switches
includes a comparison determination means for comparing
the connected lower switch list informations notified by the
connection information notifying means, in order to deter-
mine a connection state between the upper switches and the
lower switches.

The comparison determination means may determine that
all the upper switches are connected to all the lower switches,
when all the connected lower switch list informations notified
from the different upper switches match each other.

The comparison determination means may extract all the
identification informations contained in the connected lower
switch list informations, and determines whether or not at
least one of the connected lower switch list informations
contains all the extracted identification informations, and the
comparison determination means may determine such a con-
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nection state that there is no upper switch connected to all the
lower switches, when there is no connected lower switch list
information containing all the extracted identification infor-
mations.

The connection information notifying means may com-
prise a connection information notification frame generating
portion for generating a connection information notification
frame containing the connected lower switch list information.

Each of the lower switches may include an identification
information notifying means for notifying the identification
information on each of the lower switches to the upper
switches.

The identification information notifying means may com-
prise an identification information notification frame gener-
ating portion for generating an identification information
notification frame containing the identification information
on each of the lower switches.

Each of the upper switches and the lower switches may
comprise a switching hub.

Effects of the Invention

According to the embodiment of the invention, the network
system capable of automatically determining connection
states between upper switches and lower switches is pro-
vided.

BRIEF DESCRIPTION OF THE DRAWINGS

The preferred embodiments according to the invention will
be explained below referring to the drawings, wherein:

FIG. 11is a schematic diagram showing a configuration of a
network system in one embodiment;

FIG. 2 is a block diagram schematically showing a func-
tional configuration of an upper switch in FIG. 1;

FIG. 3 is a table showing LLAG table contents of an upper
switch in FIG. 1;

FIG. 4 is a block diagram schematically showing a func-
tional configuration of a lower switch in FIG. 1;

FIG. 5 is a table showing [LAG table contents in FIG. 4;

FIG. 6 is a diagram showing a format of an identification
information notification frame;

FIG. 7 is a table showing identification information table
contents of the upper switch in FIG. 2;

FIG. 8 is a diagram showing a format of a connection
information notification frame in FIG. 4;

FIG. 9 is a table showing connection information table
contents in FIG. 4;

FIG. 10 is a diagram for explaining an operation example 1
of the network system in one embodiment;

FIG. 11 is a diagram for explaining an operation example 2
of the network system in one embodiment;

FIG. 12 is a table showing connection information table
contents in a lower switch in FIG. 11;

FIG. 13 is a table showing connection information table
contents in a lower switch in FIG. 11;

FIG. 14 is a table showing connection information table
contents in a lower switch in FIG. 11;

FIG. 15 is a diagram for explaining an operation example 3
of the network system in one embodiment; and

FIG. 16 is a table showing connection information table
contents in a lower switch in FIG. 15.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Next, embodiments according to the invention will be
described in conjunction with the appended drawings. FIG. 1
is a diagram illustrating a network system 10 in the first
embodiment.
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The network system 10 is a two-stage network system with
two-stage connected switching hubs. The switching hubs
comprise a plurality of lower switches and a plurality of upper
switches connected to the lower switches. Namely, the
switching hubs are classified into the lower switches and the
upper switches connected to the lower switches. The network
system 10 in one embodiment shown in FIG. 1 comprises
three upper switches 32a, 325, 32¢ and three lower switches
34a, 34b, 34c. It should be noted that the network system 10
in one embodiment shown in FIG. 1 is shown as one example,
but the numbers of the upper switches and lower switches are
not limited thereto. The upper switches 32a, 325, 32¢ and the
lower switches 34a, 345, 34c¢ are switching hubs with e.g.
layer 2 data forwarding function in an OSI (Open Systems
Interconnection) reference model, and each of which is pro-
vided with data forwarding function for layer 3 etc. as
required. In one embodiment, the upper switches 32a, 325,
32c and the lower switches 34a, 34b, 34¢ are box-type switch-
ing hubs.

The lower switches 34a, 345, 34¢ are connected to the
upper switches 32a, 325, 32¢ and to external communication
equipments 28 for the network system 10. The communica-
tion equipments 28 are specifically a server, a switching hub,
a router, and the like.

The lower switches 34a, 345, 34¢ have a plurality of ports.
Of the plural ports of the lower switches 34a, 345, 34¢, ports
50a, 505 are connected to an upper switch 32a, ports 50¢, 504
are connected to an upper switch 324, ports 50e, 50f are
connected to an upper switch 32¢, and ports 48a, 485 are
connected to the communication equipments 28. In the lower
switches, L AGs are configured for the ports connected to the
upper switches. Specifically, LAGs 60a, 605, 60c are config-
ured for the plural ports 50a, 505, 50c, 504, 50e, 50f con-
nected to the upper switches, of the plural ports of the lower
switches 34a, 345. The link aggregation is a technique to treat
plural lines logically as one line. The plural ports for which
LAGs are configured operate logically as one port. The upper
switches 32a, 325, 32¢ have plural ports. Of the plural ports of
the upper switches 32a, 3256, 32¢, the ports 38a, 385 are
connected to the lower switch 34a, the ports 38¢, 384 are
connected to the lower switch 345, and the ports 38¢, 38f are
connected to the lower switch 34c.

In the upper switches, the LAG is configured for the plural
ports connected to the same lower switch. Specifically, for the
case of the upper switch 32a, a LAG 48a is configured for the
ports 38a, 385 connected to the lower switch 34a, a LAG 485
is configured for the ports 38¢, 384 connected to the lower
switch 346, and a LAG 48c is configured for the ports 38¢, 38/
connected to the lower switch 34c.

The network system in the embodiment of the invention is
characterized in that operation is performed to automatically
determine connection states between the upper switches and
the lower switches.

Next, configurations of the upper switches and lower
switches will be described below. Herein, the “upper switches
32a, 32b, 32¢” are also referred to collectively as “upper
switch 32” and the “lower switches 34a, 34b, 34¢” are also
referred to collectively as “lower switch 34.” (Upper switch)

FIG. 2 is a block diagram schematically showing a func-
tional configuration of the upper switch 324 shown in FIG. 1.
Incidentally, the functional configurations of the upper
switches 3256, 32¢ shown in FIG. 1 are the same as that of the
switch 324, and the descriptions of the upper switches 325,
32c¢ are omitted. The upper switch 32q has the plural ports
38a, 385, 38¢, 384, 38e, 38f, a memory portion 40, a LAG
configuring portion 42, and a frame forwarding portion 44.
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In FIG. 2, each arrow indicated by broke line indicates a
flow along which a connection information notification frame
(CI frame) is forwarded, and each arrow indicated by solid
line indicates a flow along which an identification informa-
tion notification frame (ID frame) is forwarded. The same
arrows are used in following drawings.

(Memory Portion)

The memory portion 40 is formed of e.g. a volatile rewrit-
able RAM (random access memory). The memory portion 40
stores an FDB (forwarding database) 40a and a LAG table
405. (Port)

The ports 38a, 386, 38¢, 384, 38¢, 38 are connected to the
lower switches 34, and are compatible with full-duplex com-
munication. Specifically, in the upper switch 32a shown in
FIG. 2, the ports 38a, 38b are connected to the lower switch
34a via network cables 46a, 465 as transmission mediums.
The ports 38¢, 384 are connected to the lower switch 345 via
network cables 46¢, 46d. The ports 38e, 38f are connected to
the lower switch 34¢ via network cables 46¢, 46f. Likewise,
the upper switches 325, 32¢ are also connected to the lower
switches 34 via network cables. The network cables connect-
ing the upper switches 325, 32¢ and the lower switches 34 are
provided with reference numerals 46g, 46/, 461, 46/, 464, 46/,
46m, 46n, 460, 464, 467

Herein, the “ports 38a, 386, 38¢, 384" are also referred to
collectively as “port 38, and the “network cables 46g, 46/,
46i, 465, 46k, 46/, 46m, 46n, 460, 469, 467" are also referred
to collectively as “network cable 46.” The number of ports 38
is not limited to the number shown in the figure.

(LAG Configuring Portion)

The LAG configuring portion 42 creates and updates the
LAG table 4054, based on a command from an administrator,
for example. By using the LAG table 404, the LAG config-
uring portion 42 configures LAG(s) for the ports 38 con-
nected to the same lower switch 34.

(LAG Table)

FIG. 3 is a table showing the contents of the LAG table 405
of the upper switch 32a. The LAG table 405 mutually asso-
ciates and registers the port number of the port 38 and a LAG
identification information (LAGID).

Specifically, the ports 38a, 386 connected to the lower
switch 34a and the LAG 48a are mutually associated and
registered, the ports 38¢, 384 connected to the lower switch
34b and the LAG 485 are mutually associated and registered,
and the ports 38e, 38/ connected to the lower switch 34¢ and
the LAG 485 are mutually associated and registered.

Similarly, in the upper switches 325, 32¢, LAGs are con-
figured. The LAGs configured in the upper switches 325, 32¢
are provided with reference numerals 48c¢, 484, 48¢, 487, 48g,
48i.

Herein, “LAGs 48a, 485, 48¢, 484, 48¢, 48f, 48g, 48i” are
also referred to collectively as “LLAGs 48.” Each LAG 48 may
contain one or more ports 38.

Incidentally, in FIG. 3, reference numerals are shown as
identification informations on the LAGs 48.

(Frame Forwarding Portion)

The frame forwarding portion 44 is realized by e.g. an
integrated circuit such as an FPGA (Field Programmable
Gate Array) or an ASIC (Application Specific Integrated Cir-
cuit).

The frame forwarding portion 44 forwards frames by refer-
ring to the FDB 404 and the LAG table 405. In other words,
the frame forwarding portion 44 forwards the frames received
by the ports 38, based on a destination address in each of the
frames, to the ports 38 to which the frames are to be trans-
mitted.
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Specifically, when transmitting a user frame to the lower
switch 34a, the frame forwarding portion 44 refers to the
LAG table 405, and transmits it from any one of the ports 38a,
386 belonging to the LAG 48a. Similarly, when transmitting
a user frame to the lower switch 344, the frame forwarding
portion 44 transmits it from any one of the ports 38¢, 384
belonging to the LAG 485, and when transmitting the user
frame to the lower switch 34c, the frame forwarding portion
44 transmits it from any one of the ports 38¢, 38/ belonging to
the LAG 48c.

Also, the frame forwarding portion 44 creates and updates
the FDB 40a based on a source address information in the
frame. The FDB 40a mutually associates and registers the
source address information in the frame received in the port
38, and the port number of the received port 38.

(Lower Switch)

FIG. 4 is a block diagram schematically showing a func-
tional configuration of the lower switch 34a. Incidentally, the
configurations of the lower switches 345, 34¢ shown in FIG.
1 are the same as that of the lower switch 34a, and the
descriptions thereof are omitted.

The lower switch 34a has the plural ports 50a, 505, 50c,
50d, 50¢, 50f, 52a, 525, a memory portion 54, a LAG config-
uring portion 56, and a frame forwarding portion 58.

The memory portion 54 is formed of e.g. a RAM, and
stores a FDB 54a, and a LAG table 545.

(Port)

The ports 50a, 505, 50c, 50d, 50¢, 50fare connected to the
upper switches 32. Specifically, in the lower switch 344, the
ports 50a, 505 are connected to the upper switch 324 through
the network cables 46a, 465. The ports 50¢, 504 are connected
to the upper switch 324 via the network cables 46g, 46/. The
ports 50e, 50f are connected to the upper switch 32¢ via the
network cables 46, 467. The ports 52a, 525 are connected to
the communication equipments 28 outside the network sys-
tem 10.

Herein, the “ports 50a, 505, 50¢, 504, 50e, 50/ are also
referred to collectively as “port 50” and the “ports 52a, 525
are also referred to collectively as “port 52.”” The number of
ports 50 and 52 is not limited to the illustrated number. Also,
each of the ports 50 is compatible with full-duplex commu-
nication.

(LAG Configuring Portion)

The LAG configuring portion 56 creates and updates the
LAG table 545, based on a command from the administrator,
for example. By using the LAG table 545, the LAG config-
uring portion 56 configures LAG(s) for the ports 50 con-
nected to the upper switches 32.

(LAG Table)

FIG. 5 is atable showing the contents of the LAG table 545.
The LAG table 545 mutually associates and registers the port
number of the port 50 and a LAG identification informations
(LAGID). Specifically, for the plural ports 50 connected to
the upper switches 32, a LAG 60a is configured.

Similarly, in the lower switches 345, 34c¢, LAGs are con-
figured. The LAGs configured in the lower switches 345, 34¢
are provided with reference numerals 605, 60c. Herein, the
“LAGs 60a, 605, 60c” are also referred to collectively as
“LAG 60.” Incidentally, in FIG. 5, reference numerals are
shown as identification informations on the LAGs 60.

(Frame Forwarding Portion)

The frame forwarding portion 58 is realized by e.g. an
integrated circuit such as ASIC or FPGA. By referring to the
FDB 54a and the LAG table 545, the frame forwarding por-
tion 58 forwards the frames received by the ports 50 or 52,
based on a destination address in each of the frames, to the
ports 50 or 52 to which the frames are to be transmitted.
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Also, the frame forwarding portion 58 creates and updates
the FDB 544 based on a source address information in each of
the frames. The FDB 544 mutually associates and registers
the source address information in the frame received by the
port 50 or 52, and the port number of the received port 50 or
52.

Here, in order to determine connection states between the
upper switches 32 and the lower switches 34 in the network
system 10, the network system 10 in one embodiment
includes an identification information notifying means, a
connection information notifying means, and a comparison
determination means.

(Identification Information Notifying Means)

Referring again to FIG. 4, the lower switch 34a further
includes an identification information notification frame gen-
erating portion 64 as the identification information notifying
means. The identification information notification frame gen-
erating portion 64 generates identification information noti-
fication frames (ID frames) 66.

(Identification Information Notification Frame)

The identification information notification frame 66 is a
frame to be transmitted for the lower switch 34a to notify an
identification information assigned to the lower switch 34a to
the upper switches 32 connected to the lower switch 34a.

FIG. 6 illustrates a format of the identification information
notification frame 66. The identification information notifi-
cation frame 66 includes a plurality of fields, and specifically
include a DA (destination address) field 664, an SA (source
address) field 665, a TYPE field 66¢, a payload field 664, and
an FCS field 66e.

The DA field 664 stores a multicast address having e.g. a
forwarding range for the upper switch 32. The SA field 665
stores a MAC (Media Access Control) address assigned to the
lower switches 34 of the source. The TYPE field 66¢ stores an
identifier indicating that the frame is the identification infor-
mation notification frame 66. The FCS field 66e stores a
checksum code.

Also, the payload field 664 stores data, and in one embodi-
ment, stores a lower switch identifying information (identifi-
cation information) 667 assigned to each of the lower switches
34 that are the sources of the identification information noti-
fication frames 66.

The lower switch identification information 66/ is e.g.
information for identifying the lower switch 34, such as MAC
address, 1P (Internet Protocol) address and the like that are
assigned to the lower switch 34.

When the identification information notification frame 66
is generated by the identification information notification
frame generating portion 64, the frame forwarding portion 58
transmits the identification information notification frame 66
from each of the ports 50 simultaneously to all the upper
switches 32 connected to the lower switch 344. The identifi-
cation information notification frames 66 transmitted from
the respective ports 50 are received by the upper switches 32
through the network cables 46. Incidentally, the identification
information notification frames 66 are repeatedly transmitted
at regular or irregular intervals.

(Connection Information Notifying Means)

Referring again to FIG. 2, the upper switch 32a further
includes an identification information specifying portion 68,
a connection information notification frame generating por-
tion 70, an identification information table 40c¢ stored in the
memory portion 40, as the connection information notifying
means.

The identification information notification frame 66 trans-
mitted from the lower switch 34 is received by the port 38, and
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forwarded via the frame forwarding portion 44, to the iden-
tification information specifying portion 68.

The identification information specifying portion 68 reads
the lower switch identification information 66 contained in
the identification information notification frame 66, creates
and updates the identification information table 40¢ based on
the read lower switch identification information 66/

(Identification Information Table)

FIG. 7 is a table showing the contents of the identification
information table 40c. The identification information table
40c¢ mutually associates and registers the port number of the
port 38 having received the identification information notifi-
cation frame 66, and the lower switch identification informa-
tion 66/ contained in the identification information notifica-
tion frame 66. Incidentally, in FIG. 7, as the port numbers of
the ports 38, respective reference numerals of the ports 38 are
used. Also, as the lower switch identification informations
66/, respective reference numerals of the lower switches 34
are used.

The connection information notification frame generating
portion 70 generates a connection information notification
frame (CI frame) 54, based on the lower switch identification
information 66f registered in the identification information
table 40c.

(Connection Information Notification Frame)

FIG. 8 shows a format of the connection information noti-
fication frame 72. The connection information notification
frame 72 contains a DA field 72a, an SA field 725, a TYPE
field 72¢, a payload field 72d, and, an FCS field 72e.

The DA field 72a stores a multicast address having e.g. a
forwarding range for the lower switch 34, and the SA field
72b stores a MAC (Media Access Control) address assigned
to the upper switch 32 of the source.

The TYPE field 72¢ stores an identifier indicating that the
frame is the connection information notification frame 72.
The FCS field 72¢ stores a checksum code.

The payload field 72d contains a connected lower switch
list information 72f, and an upper switch identification infor-
mation 72g.

The upper switch identification information 72g is an iden-
tification information on the upper switch 32 which is the
source of the connection information notification frame 72,
such as MAC address, IP address, and the like.

The connected lower switch list information 72f7s a list of
the lower switch identification information 66f registered in
the identification information table 40c. Therefore, the con-
nected lower switch list information 72fincludes one or more
of the lower switch identification informations 66/

The connection information notification frame 72 gener-
ated by the connection information notification frame gener-
ating portion 70 is transmitted from the port 38 to all the lower
switches 34a, 345, 34¢ connected to the upper switch 32a via
the frame forwarding portion 44. Incidentally, the connection
information notification frames 72 are repeatedly transmitted
at regular or irregular intervals.

(Comparison Determination Means)

Referring again to FIG. 4, the lower switch 34 further
includes a connection information specifying portion 74, a
comparison determination portion 76, and a connection infor-
mation table 54¢ stored in the memory portion 54, as the
comparison determination means.

(Connection Information Specifying Portion)

The connection information notification frame (CI frame)
72 transmitted from the upper switch 32 is received by the
port 50 of the lower switch 34a, and forwarded via the frame
forwarding portion 58, to the connection information speci-
fying portion 74.
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The connection information specifying portion 74 reads
the connected lower switch list information 72f'and the upper
switch identification information 72g contained in the con-
nection information notification frame 72. The connection
information specifying portion 74 registers in the connection
information table 54c¢ the read connected lower switch list
information 72f and the read upper switch identification
information 72g in association with the received port 50.

(Connection Information Table)

FIG. 9 shows the contents of the connection information
table 54¢. The connection information table 54¢ associates
and registers the port number of the port 50, the connected
lower switch list information 72f'and the upper switch iden-
tification information 72g.

(Comparison Determination Portion)

The comparison determination portion 76 compares the
connected lower switch list informations 72f notified by the
upper switches 32, in order to determine the connection states
between the lower switches 34 and the upper switches 32.

Incidentally, in this comparison, the connection informa-
tion table 54¢ compares the connected lower switch list infor-
mations 72f registered in association with the different upper
switches 32.

(Connection State Determination)

Such a connection state in the network system 10 is
assumed that some of the upper switches are not connected to
some of the lower switches. In such a connection state,
because the upper switches that are not connected to some of
the lower switches are not used in user frame forwarding,
bands of all the upper switches of the network system 10 are
not effectively utilized.

Herein, such a connection state that some of the upper
switches are not connected to some of the lower switches is
defined as “incompletely connected state,” while such a state
that each of all the upper switches is connected to all the lower
switches is defined as “completely connected state.”

Also, such a connection state in the network system 10 is
assumed that there is no upper switch connected to all the
lower switches within the network system 10. In such a con-
nection state, a zone in which no user frame can be forwarded
between some of the lower switches occurs for all the upper
switches.

Herein, such a connection state that there is no upper
switch connected to all the lower switches is defined as “com-
munication disabled state,” while such a connection state that
there is one or more upper switches connected to all the lower
switches is defined as “communication enabled state”

As a result of comparing the connected lower switch list
informations 72f registered in the connection information
table 54¢, when all the connected lower switch list informa-
tions 72f notified from the different upper switches 32 match
each other, the comparison determination portion 76 deter-
mines that the network system 10 is in the completely con-
nected state.

On the other hand, when there is a mismatch between the
registered connected lower switch list informations 72f, the
comparison determination portion 76 determines that the net-
work system 10 is in the incompletely connected state.

Also, the comparison determination portion 76 extracts all
the lower switch identification informations 66f contained in
the connected lower switch list informations 72f'in the con-
nection information table 54¢. Next, the comparison determi-
nation portion 76 determines whether or not at least one of the
connected lower switch list informations 72fregistered in the
connection information table 54c contains all the lower
switch identification informations 66/ extracted.
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If even one connected lower switch list information 72f
containing all the extracted lower switch identification infor-
mations 66f7s being registered in the connection information
table 54c¢, the comparison determination portion 76 deter-
mines that the network system 10 is in the communication
enabled state.

On the other hand, if even one connected lower switch list
information 72f containing all the extracted lower switch
identification informations 66f'is being not registered in the
connection information table 54¢, the comparison determi-
nation portion 76 determines that the network system 10 is in
the communication disabled state.

And, in one embodiment, as a preferred embodiment, the
comparison determination portion 76 notifies a determined
result to a monitoring terminal 78. As a method to notify the
determined result to the monitoring terminal 78, an SNMP
(Simple Network Management Protocol) trap function for
example can be used. The determined result notified is output
to a monitor of the monitoring terminal 78, so that the admin-
istrator can take necessary action such as additional wiring
and the like based on the determined result output to the
monitor.

Incidentally, the comparison determination portion 76 may
notify or not notify that effect to the monitoring terminal 78,
in the event of being unable to make a determination.

Next, operations of the network system 10 in one embodi-
ment will be described as set forth.

OPERATION EXAMPLE 1
A Case of a Completely Connected State

FIG. 10 is a diagram for explaining an operation example 1
of the network system 10. The network system 10 shown in
FIG. 10 is in such a completely connected state that all the
upper switches 32 are connected to all the lower switches 34.

The lower switches 34a, 345, 34c¢ transmit the identifica-
tion information notification frames 66 to the upper switches
32a, 32, 32¢.

The upper switches 32a, 325, 32¢ receive the identification
information notification frames 66, and register the lower
switch identification informations 66/ on the lower switches
34a, 345, 34c¢ into the identification information table 40c.
Based on the lower switch identification informations 66/
registered in the identification information table 40c, the
upper switches 32a, 32b, 32¢ generate the connection infor-
mation notification frames 72 containing the upper switch
identification informations 72g and the connected lower
switch list informations 72f, and transmit them to the lower
switches 34a, 34b, 34c.

The lower switches 34a, 345, 34c¢ receive the connection
information notification frames 72, associate and register the
ports 50 having received the connection information notifi-
cation frames 72, the connected lower switch list informa-
tions 72f and the upper switch identification informations
72g, into the connection information table 54c.

As shown in FIG. 9, the connection information table 54¢
registered in the lower switch 34a registers “34a, 345, 34¢” as
the connected lower switch list informations 72fand “324” as
the upper switch identification information 72g, in associa-
tion with the ports 50a, 505. Also, the connection information
table 54c registers “34a, 34b, 34c” as the connected lower
switch list informations 72f and “324” as the upper switch
identification information 72g, in association with the ports
50c¢, 50d. Also, the connection information table 54¢ registers
“34a, 34b, 34¢” as the connected lower switch list informa-
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tions 72f'and “32¢” as the upper switch identification infor-
mation 72g, in association with the ports 50e, 50f

(Connection State Determination)

The comparison determination portion 76 of the lower
switch 34a determines connection states, based on the con-
nected lower switch list informations 72fand the upper switch
identification informations 72g registered in the connection
information table 54c¢.

The connected lower switch list informations 72f regis-
tered in association with each of “32a,” “325,” and “32¢” as
the upper switch identification information 72g in the con-
nection information table 34¢ are all “34a, 34b, 34¢” and
match each other.

Therefore, the comparison determination portion 76 of the
lower switch 34a determines that it is in the completely con-
nected state, and notifies the determined result to the moni-
toring terminal 78.

Also, the connected lower switch list informations 72f
registered in the connection information table 54¢ of the
lower switches 34b, 34c are all “34a, 34b, 34¢,” and match
each other. Therefore, the comparison determination portion
76 of the lower switches 345, 34c¢ notifies the determined
result indicative of the completely connected state to the
monitoring terminal 78.

Incidentally, in the case of the completely connected state,
because of the communication enabled state, no communica-
tion state determination may be made.

OPERATION EXAMPLE 2

A Case of an Incompletely Connected State and a
Communication Disabled State

FIG. 11 is a diagram for explaining the operation example
2 of the network system 10. The network system 10 shown in
FIG. 11 is in such an incompletely connected state that some
of the upper switches are not connected to some of the lower
switches, and in such a communication disabled state that
there is no upper switch connected to all the lower switches.

Specifically, in the network system 10 shown in FIG. 11,
the upper switch 32q is connected to the lower switches 34a,
34b, and the upper switch 325 is connected to the lower
switches 34a, 34c¢, and the upper switch 32¢ is connected to
the lower switches 345, 34c.

(Connection State Determination)

FIGS. 12, 13 and 14 each show the contents of the connec-
tion information table 54c¢ registered in the lower switches
34a, 340, 34c.

In the connection information table 54¢ of FIG. 12,
because “34a, 345, which are the connected lower switch list
informations 72f registered in association with “32a” as the
upper switch identification information 72g, and “34aq, 34¢,”
which are the connected lower switch list informations 72f
registered in association with “325” as the upper switch iden-
tification information 72g, do not match each other, the com-
parison determination portion 76 of the lower switch 34a
determines that it is in the incompletely connected state.

Next, the comparison determination portion 76 of the
lower switch 34a extracts the “34a.” “34b,” and “34¢” from
the connected lower switch list informations 72fregistered in
the connection information table 54c shown in FIG. 12. The
comparison determination portion 76 determines whether or
not the connected lower switch list informations 72f contain-
ing all of the “34a,” “345,” and “34¢” are being registered in
the connection information table 54¢. In this operation
example, the determined result is no, and the comparison
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determination portion 76 of the lower switch 34a determines
that the network system 10 is in the communication disabled
state.

Similarly, the comparison determination portion 76 of each
of the lower switches 345, 34¢ also determines that it is in the
incompletely connected state and the communication dis-
abled state.

Then, the comparison determination portion 76 of each of
the lower switches 34 notifies the determined result to the
monitoring terminal 78.

OPERATION EXAMPLE 3

A Case of the Incompletely Connected State and the
Communication Enabled State

FIG. 15 is a diagram for explaining the operation example
3 of the network system 10. The network system 10 shown in
FIG. 15 is in such an incompletely connected state that some
of the upper switches are not connected to some of the lower
switches, and in such a communication enabled state that
there is one or more upper switches connected to all the lower
switches.

In the network system 10 shown in FIG. 15, the upper
switches 32a, 325 are connected to the lower switches 34a,
34b. The upper switch 32¢ is connected to the lower switches
34a, 34b, 34c. That is, the upper switches 32a, 3256 are not
connected to the lower switch 34c.

(Connection State Determination)

Each of the lower switches 34a, 34b creates a connection
information table 54c¢ shown in FIG. 16. In the connection
information table 54c¢, “34a, 345 as the connected lower
switch list informations 72f registered in association with
“32a” or “32b” as the upper switch identification information
72g, and “34a, 34b, 34¢” as the connected lower switch list
informations 72f registered in association with “32¢” as the
upper switch identification information 72g do not match
each other. For this, the comparison determination portion 76
of each of the lower switches 34a, 345 determines that the
network system 10 is in the incompletely connected state.

Next, the comparison determination portion 76 of each of
the lower switches 34a, 345 extracts the “34a,” <345, and
“34¢” from among the connected lower switch list informa-
tions 72fregistered in the connection information table 54¢ in
FIG. 16. In the connection information table 54¢, the con-
nected lower switch list informations 72f registered in asso-
ciation with “32¢” as the upper switch identification informa-
tion 72g contain all the “34a,” “3456,” and “34¢,” as the lower
switch identification information 66f. Therefore, the com-
parison determination portion 76 of the lower switch 34 deter-
mines that the network system 10 is in the communication
enabled state.

Further, the comparison determination portion 76 of each
of the lower switches 34a, 345 notifies the determined result
to the monitoring terminal 78.

It should be noted that the comparison determination por-
tion 76 of the lower switch 34¢ performs no comparison and
determination operation for connection states, because there
is only one “32¢” as the upper switch identification informa-
tions 72g registered in the connection information table 54¢
(not shown).

The network system 10 in one embodiment described
above operates as follows: The upper switch 32 notifies the
connected lower switch list information 72fto all the lower
switches 34 connected to the upper switch 32, and the lower
switch 34 compares the connected lower switch list informa-
tions 72f notified from each of the upper switches 32 in order
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to determine connection states between the lower switches 34
and the upper switches 32. This network system 10 can, based
on compared results, automatically determine connection
states between the lower switches 34 and the upper switches
32.

For this reason, the administrator of the network system 10
may, if desired, add or correct wiring, based on determined
connection state results, without time-consuming wiring
inspection.

According to the network system 10 in one embodiment
described above, the comparison determination portion 76 of
the lower switch 34 determines whether or not the connected
lower switch list informations 72fregistered in the connection
information table 54¢ in association with the different upper
switch identification informations 72g match each other.
According to this structure, the comparison determination
portion 76 of the lower switch 34 can determine whether the
network system 10 is either ina completely connected state or
in an incompletely connected state.

According to the network system 10 in one embodiment
described above, the comparison determination portion 76 of
the lower switch 34 can determine whether or not at least one
of'the connected lower switch list informations 72fregistered
in the connection information table 54c contains all the
extracted lower switch identification informations 66f.
According to this structure, the comparison determination
portion 76 of the lower switch 34 can determine whether the
network system 10 is either in a communication enabled state
or in a communication disabled state.

According to the network system 10 of one embodiment
described above, the lower switch 34 notifies determined
results to the monitoring terminal 78. According to this struc-
ture, the administrator of the network system 10 can easily
know the determined results.

The invention is not limited to one embodiment described
above, but embodies various modifications to one embodi-
ment.

Although in one embodiment described above the connec-
tion information notification frame 72 contains the connected
lower switch list information 72f'and the upper switch iden-
tification information 72g, the format of the connection infor-
mation notification frame 72 is not limited to that shown in
FIG. 8. For example, if the lower switch 34 can identify the
upper switch 32 based on the source address of the connection
information notification frame 72, the payload field 72d of the
connection information notification frame 72 may contain no
upper switch identification information 72g.

In one embodiment described above, the identification
information specifying portion 68 of the upper switch 32
creates the identification information table 40c¢, based on the
identification information notification frames 66 received
from the lower switches 34. As a modification, the identifi-
cation information table 40c may be created by the adminis-
trator manually entering the lower switch identification infor-
mations 66f for the lower switches 34.

Although the invention has been described with respect to
the specific embodiments for complete and clear disclosure,
the appended claims are not to be thus limited but are to be
construed as embodying all modifications and alternative
constructions that may occur to one skilled in the art which
fairly fall within the basic teaching herein configured forth.

What is claimed is:

1. A network system, comprising:

lower switches; and

upper switches to be connected to the lower switches,

wherein each of the upper switches generates a connection

information notification frame containing connected
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lower switch list information and transmits the connec-
tion information notification frame to all the lower
switches connected to said each of the upper switches,
the connected lower switch list information comprising
identification information on each of all the lower
switches connected to said each of the upper switches,
and

wherein each of the lower switches receives the connection

information notification frame transmitted from each of
the upper switches and compares the connected lower
switch list information with each other, in order to deter-
mine whether or not all the upper switches are actually
connected to all the lower switches,

wherein said each of the upper switches comprises:

an identification information table that mutually associ-
ates and registers a port number of a port of the upper
switches that receives an identification information
notification frame transmitted from the lower
switches, and lower switch identification information
contained in the identification information notifica-
tion frame; and

alink aggregation group (LAG) table that mutually asso-
ciates and registers the port number of the port of the
upper switches and an LAG identification informa-
tion (LAGID).

2. The network system according to claim 1, wherein said
each of the lower switches determines that all the upper
switches are actually connected to all the lower switches,
when all the connected lower switch list information notified
from different upper switches match each other.

3. The network system according to claim 1, wherein said
each of the lower switches extracts all the identification infor-
mation contained in the connected lower switch list informa-
tion, and determines whether or not at least one of the con-
nected lower switch list information contains all the extracted
identification information, and

wherein said each of the lower switches determines such a

connection state that there is no upper switch connected
to all the lower switches, when there is no connected
lower switch list information containing all the extracted
identification information.

4. The network system according to claim 2, wherein said
each of the lower switches extracts all the identification infor-
mation contained in the connected lower switch list informa-
tion, and determines whether or not at least one of the con-
nected lower switch list information contains all the extracted
identification information, and

wherein said each of the lower switches determines such a

connection state that there is no upper switch connected
to all the lower switches, when there is no connected
lower switch list information containing all the extracted
identification information.

15

20

40

45

14

5. The network system according to claim 1, wherein said
each of the lower switches sends the identification informa-
tion on said each of the lower switches to the upper switches.

6. The network system according to claim 5, wherein said
each of the lower switches generates the identification infor-
mation notification frame containing the identification infor-
mation on each of the lower switches and transmits the iden-
tification information notification frame to the upper
switches.

7. The network system according to claim 6, wherein said
each of the upper switches reads the lower switch identifica-
tion information contained in the identification information
notification frame, and creates and updates the identification
information table based on the read lower switch identifica-
tion information.

8. The network system according to claim 7, wherein said
each of the upper switches generates the connection informa-
tion notification frame based on the lower switch identifica-
tion information registered in the identification information
table.

9. The network system according to claim 1, wherein each
of the upper switches and the lower switches comprises a
switching hub.

10. The network system according to claim 1, wherein said
each of the lower switches comprises:

a connection information table that associates and registers

a port number of a port of the lower switches, the con-
nected lower switch list information, and upper switch
identification information.

11. The network system according to claim 10, wherein
said each of the lower switches reads the connected lower
switch list information and the upper switch identification
information contained in the connection information notifi-
cation frame.

12. The network system according to claim 11, wherein
said each of the lower switches registers, in the connection
information table, the read connected lower switch list infor-
mation and the read upper switch identification information
in association with the port of the lower switches.

13. The network system according to claim 12, wherein the
connection information table compares the connected lower
switch list information registered in association with different
upper switches.

14. The network system according to claim 13, wherein
said each of the lower switches determines the network sys-
tem is in a completely connected state when all the connected
lower switch list information notified from the different upper
switches match each other.

15. The network system according to claim 14, wherein,
when there is a mismatch between the registered connected
lower switch list information, said each of the lower switches
determines that the network system is in an incompletely
connected state.



